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distributions lists to ensure identifica-
tion of the sender and addressee(s) of
messages that are records.

(4) Some e-mail systems provide cal-
endars and task lists for users. These
may meet the definition of Federal
record. Calendars that meet the defini-
tion of Federal records are to be man-
aged in accordance with the provisions
of GRS 23, Item 5.

(5) Draft documents that are cir-
culated on electronic mail systems
may be records if they meet the cri-
teria specified in 36 CFR 1222.10(b) of
this subchapter.

(b) Agencies that allow employees to
send and receive official electronic
mail messages using a system not oper-
ated by the agency must ensure that
Federal records sent or received on
such systems are preserved in the ap-
propriate agency recordkeeping sys-
tem.

(c) Agencies may elect to manage
electronic mail records with very
short-term NARA-approved retention
periods (transitory records with a very
short-term retention period of 180 days
or less as provided by GRS 23, Item 7,
or by a NARA-approved agency records
schedule) on the electronic mail sys-
tem itself, without the need to copy
the record to a paper or electronic rec-
ordkeeping system, provided that:

(1) Users do not delete the messages
before the expiration of the NARA-ap-
proved retention period, and

(2) The system’s automatic deletion
rules ensure preservation of the records
until the expiration of the NARA-ap-
proved retention period.

(d) Except for those electronic mail
records within the scope of paragraph
(c) of this section:

(1) Agencies must not use an elec-
tronic mail system to store the record-
keeping copy of electronic mail mes-
sages identified as Federal records un-
less that system has all of the features
specified in §1236.20(b) of this part.

(2) If the electronic mail system is
not designed to be a recordkeeping sys-
tem, agencies must instruct staff on
how to copy Federal records from the
electronic mail system to a record-
keeping system.

(e) Agencies that retain permanent
electronic mail records scheduled for
transfer to the National Archives must

36 CFR Ch. XII (7-1-10 Edition)

either store them in a format and on a
medium that conforms to the require-
ments concerning transfer at 36 CFR
part 1235 or maintain the ability to
convert the records to the required for-
mat and medium at the time transfer
is scheduled.

(f) Agencies that maintain paper rec-
ordkeeping systems must print and file
their electronic mail records with the
related transmission and receipt data
specified by the agency’s electronic
mail instructions.

§1236.24 What are the additional re-
quirements for managing
unstructured electronic records?

(a) Agencies that manage
unstructured electronic records elec-
tronically must ensure that the records
are filed in a recordkeeping system
that meets the requirements in
§1236.10, except that transitory e-mail
may be managed in accordance with
§1236.22(c).

(b) Agencies that maintain paper
files as their recordkeeping systems
must establish policies and issue in-
structions to staff to ensure that
unstructured records are printed out
for filing in a way that captures any
pertinent hidden text (such as com-
ment fields) or structural relationships
(e.g., among worksheets in spread-
sheets or other complex documents) re-
quired to meet agency business needs.

§1236.26 What actions must agencies
take to maintain electronic infor-
mation systems?

(a) Agencies must maintain inven-
tories of electronic information sys-
tems and review the systems periodi-
cally for conformance to established
agency procedures, standards, and poli-
cies as part of the periodic reviews re-
quired by 44 U.S.C. 3506. The review
should determine if the records have
been properly identified and described,
and if the schedule descriptions and re-
tention periods reflect the current in-
formational content and use. If not,
agencies must submit an SF 115, Re-
quest for Records Disposition Author-
ity, to NARA.

(b) Agencies must maintain up-to-
date documentation about electronic
information systems that is adequate
to:
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(1) Specify all technical characteris-
tics necessary for reading and proc-
essing the records contained in the sys-
tem;

(2) Identify all inputs and outputs;

(3) Define the contents of the files
and records;

(4) Determine restrictions on access
and use;

(5) Understand the purpose(s) and
function(s) of the system;

(6) Describe update cycles or condi-
tions and rules for adding, changing, or
deleting information in the system;
and

(7) Ensure the timely, authorized dis-
position of the records.

§1236.28 What additional require-
ments apply to the selection and
maintenance of electronic records
storage media for permanent
records?

(a) Agencies must maintain the stor-
age and test areas for electronic
records storage media containing per-
manent and unscheduled records with-
in the following temperature and rel-
ative humidity ranges:

(1) Temperature—62° to 68 °F.

(2) Relative humidity—35% to 45%.

(b) Electronic media storage libraries
and test or evaluation areas that con-
tain permanent or unscheduled records
must be smoke-free.

(c) For additional guidance on the
maintenance and storage of CDs and
DVDS, agencies may consult the Na-
tional Institute of Standards and Tech-
nology (NIST) Special Publication 500—
252, Care and Handling of CDs and
DVDs at http://www.itl.nist.gov/iad/
894.05/papers/CDandDVDCareand
HandlingGuide.pdf, contact phone num-
ber (301) 975-6478.

(d) Agencies must test magnetic
computer tape media no more than 6
months prior to using them to store
electronic records that are unscheduled
or scheduled for permanent retention.
This test should verify that the mag-
netic computer tape media are free of
permanent errors and in compliance
with NIST or industry standards.

(e) Agencies must annually read a
statistical sample of all magnetic com-
puter tape media containing perma-
nent and unscheduled records to iden-
tify any loss of data and to discover
and correct the causes of data loss. In
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magnetic computer tape libraries with
1800 or fewer tape media, a 20% sample
or a sample size of 50 media, whichever
is larger, should be read. In magnetic
computer tape libraries with more than
1800 media, a sample of 384 media
should be read. Magnetic computer
tape media with 10 or more errors
should be replaced and, when possible,
lost data must be restored. All other
magnetic computer tape media which
might have been affected by the same
cause (i.e., poor quality tape, high
usage, poor environment, improper
handling) must be read and corrected
as appropriate.

(f) Before the media are 10 years old,
agencies must copy permanent or un-
scheduled data on magnetic records
storage media onto tested and verified
new electronic media.

PART 1237—AUDIOVISUAL, CAR-
TOGRAPHIC, @ AND  RELATED
RECORDS MANAGEMENT

Sec.

1237.1 What is the applicability and scope of
this part?

1237.2 What are the authorities for
12372

1237.3 What standards are incorporated by
reference for this part?

1237.4 What definitions apply to this part?

1237.10 How must agencies manage their
audiovisual, cartographic, and related
records?

1237.12 What record elements must be cre-
ated and preserved for permanent audio-
visual records?

1237.14 What are the scheduling require-
ments for audiovisual, cartographic, and
related records?

1237.16 How do agencies store audiovisual
records?

1237.18 What are the environmental stand-
ards for audiovisual records storage?

1237.20 What are special considerations in
the maintenance of audiovisual records?

1237.22 What are special considerations in
the storage and maintenance of car-
tographic and related records?

1237.24 What are the special considerations
for storage and maintenance of aerial
photographic records?

1237.26 What materials and processes must
agencies use to create audiovisual
records?

1237.28 What special concerns apply to dig-
ital photographs?

1237.30 How do agencies manage records on
nitrocellulose-base and cellulose-acetate
base film?
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